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Configure Microsoft Internet Information Service (11S6)

Step 1 — Start Internet Information Services

Start the Internet Information Services (I1S) application. It normally resides under administrative
tools in your Control Panel.

Before starting the 11S you should check the properties of both the 11S Admin and World Wide
Web Publishing Services in your Services Tool. It is recommended that you configure the Start-
up Type as Automatic for both of these Services.

I1S Admin Properties (Local Computer,

World Wide Wehb Publishing Propertie: (Local Computer] @E|

General | Log On | Recovery | Dependencies General | Log On | Recovery | Dependencies
Service name: 15 &A0MIN Service name;  WISVEC
Display name; 1% Admin Display name:  World Wide 'weh Publishing
Description: Allows administration of Web and FTP services Description: Provides Web connectivity and administration
through the Internet Information Services snap-in = thraugh the Intemet Information Services snap-in
Path to executable: Path to executable:
C:AINDOWS haystem32hinetsrsinetinfo. exe C: 5N D D Shsystern32hinetsrhinetinfo. exe
Sanpuee (TR Statup e v
Service statug: Started Service ztatus: Started
Stop ] ’ Pause [ Stop l [ Pauze l
YYou can specify the start parameters that apply when you start the service Yau can specify the start parameters that apply when vou start the service
from here. fram here,
I QK l l Cancel l l Apply l [ ] ] [ Canicel ] [ Apply

Once you have verified that the 11S Admin and World Wide Web Publishing Services are
running and configured for Automatic Start-up Type, you can open your IS Service. The IIS
Service is located in your Control Panel under Administrative Tools. (Start — Control Panel —
Administrative Tools)
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™% Administrative Tools
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File Edit \iew Favorites Tools  Help
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e Back. J l.@ e Search i Folders

Address | 48 Administrative Toals
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BYco ks >

~
Component Services Cornputer Managemenk —
Shortout | Sharteut
Z kB ﬂ: Z KB

File and Folder Tasks

&4 Share this Folder

A Data Sources (ODBC) 59 i Event Yiswer
#l Shortouk ] oy Sharkcuk
Other Places Z kB E = 2KB
l'}. Contral Panel Internet Information Services Local Security Policy
Sharteut Shorkeut
E‘ My Docurments ZKE ZKE
g My Computer
i My Netwark Pl Performance Server Extensions Administrakor
‘3 ¥ Metark Flaces ¥ Shortout Shorkout
ZKEB ZKE
Shartcuk 3
ZKE

<

Step 2 — Share your Miracle Service Database Directory

Since the Miracle Service Directory (typically - C:\MiracleDB) will be shared with the Internet
Information Service application, you must configure the Miracle Service directory Properties to
allow the folder to be shared. To configure the Folder Properties, navigate to the database folder
using Windows Explorer. Right click on the folder and select “Sharing and Security”.

Permissions for, MiracleDB

Once the Properties window is open, select the

Share Permissions | “Sharing” tab and “Share this folder”.
Group or user names:
€1 Eveyone Next click the “Permissions button.” This will open

the window used to define the level of permissions
being granted. Select “Everyone” and the check
“Full Control” under Allow.

Sl e | Adilml‘l BD::VE ] The a_cti_on should automatically che_ck all of the
— O Permission levels below Allow. This would allow
Change 0 Change and Read as well. If this does not happen
Fiead u automatically, manually check Change and Read

under Allow as well.

k. H Cancel ” Apply
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Next Select the Security tab. This is where you will [REEEREAREENES

set-up sharing the folder with the Internet User for General | Sharing | Seeuity | Web Sharing | Customize

your Web S Ite QIDUD Or Wzer names:

Adrminiztrator (SUPPORTGHOS ThAdministrator]

Select ‘Add . ° to add a Group Or user name. We m.ﬁ.dministralors [SUPPORTGHOST \Adrinistratars)
. . . . CREATOR O'wMER

will be adding the Internet User to this list. gwm

m Uzers [SUPPORTGHOS T4 zers)

Permizzions for Administrator Allaw Dery
Full Contral 0 &=
Fd odify

Read & Erecute
List Folder Contents
Read

HEEEEE
ooonO

|:| -
[ | Dmernimiman b

For special permissions or for advanced settings,
click Advanced. =

QK H Cancel ” Apply ]

Select Users, Computers, or Groups

Select ‘Advanced’ .
Select thiz object type:
|Users, Groups, or Buil-in secunity principals | [ Object Types. . ]
Frorm this location:
|nexent.corp | [ Locations... ]
LOC&te the |USR_C0mpUter Where the Enter the object names to select [examples]:
Computer is the name of the specific |
computer for the Web server user. If the
web site is on a computer called
WebServer, then you must locate the
I USR_Webserver- Select Users or Groups
Select this object ype:
Scroll down the list until you have located [Uset. Groups. o Bukin secuy pincoal | [tiect Tpes._
FErarn this lncation:
the correct IUSR and then select the IUSR ey s
and Sele(:t ‘OK,' Common Cueries |
| |
Find Mow
11S7 and Server 2008 Special | |
Considerations:
With 11S7 and Server 2008 there are 4 users 25
that are important to configure. These are:
IUSR
! -_Cancel
”S—IUSR’ Name (RDN] In Fold ~
N ETWOR K, and i drririistratar SUPPORTGHO... ]
NETWORK SERVICE ging‘;‘f;;l;[r SUPPORTGHO... 1
@Authanticated..
ﬁBackuprer... SUPPORTGHO...
€BATCH
€ CREATOR G...
€ CREATOR O...
€EDIALLP
ﬁEver}lone
£ Guest SUPPORTGHO... %
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We recommend giving all of these users read and write access to the MiracleDB folder.

Select Users or Groups EJS|

Select thiz object type:

Usgers, Groups, or Built-in security principals
Click OK again on this screen. Erom this locatior:

SIPPORTGHOST

Enter the object names to select [examples):

SUPPORTGHOSTYUSR SUPPORTGHOST| Check Mamez

o =)

Check to ensure you have added the Internet Guest
Account for the correct computer. Select this user to
configure its Permissions.

Once you have selected the user it will be
highlighted. Check ‘Read’ and ‘Write’ permissions
for this user.

Click OK to complete the modification of the
permissions.

MiracleDB Properties EJE'

General | Sharing | Secunity | 'web Sharing || Customize

Group or user names:
ﬁ Administrator [SUPPORTGHOS T \Administrator] ~
ﬁi Adminiztrators [SUPPORT GHOST YAdministrators)

=

SYSTEM bt
h$ *

[ Add... ” Bemove l

Permizzsions for Intermet Guest
Account Bl Cierny

Full Cantral

td oodify

Read & Execute
Ligt Folder Contents
Read

O
O

For special permigsions or for advanced settings,
click Advanced. =

I k. H Cancel H Apple ]

Step 3 — Configure the Security Settings on the MiracleDB Folder

Once the folder is shared select the Security tab to configure the same users to have sufficient
security rights to also read and write to the files in the folder and all sub-folders and files.

Step 4 — Share your Inetpub Directory

The Inetpub folder must be shared so the Internet user can update the XML parameters file. In a
Windows Explorer select the C:\Inetpub\wwwroot\MiracleService folder.
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- - 2 — - W i[5
- S —— - . ——
®v| | Cl'nputer ¢ Local [isk (C:) » inetpub » wwwroot » - | 3 |i 529113 wwwroot - e |
Organize » & Open ~ Print E-mail Burn New folder g== » [ @
< Favorites Mame : Date modified Type Size
[ Recently Change | helpdesk 01/12/2008 7:32 PM  File folder
0 Public | MiracleService 08/04/2010 219 AM  File folder
Bl Decktop |g, iisstart 06,/01,/2010 9:40 PM  HTML Document 1KB
4l Downloads 9| welcome 06/01/2010 9:40 PM  PNG image 181 KB
&l Recent Places

Right click and select Properties.

F ki
| . MiracleService Properties u

— e

General |5haring I Security I Previous Versions Customizel

l Miracle Service
Type: File folder
I Location: CMinetpubwwwroot
Size: B.65 MB (3,116,145 bytes)

Size on disk: 517 ME (5,621,504 bytes)
Contains: 216 Files, 10 Folders

Created: April-08-10, 9:19:43 AM

Attributes: [ {Read-only (Only applies ta files in folderk

e

OK || Cancel Apply

Select the Sharing Tab. And then “Advanced Sharing”
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F N
MiracleService Properties @

General | Sharing | Securtty | Previous Versions | Customize |

Metwork File and Folder Sharing
Miracle Service

I Mot Shared

Metworlc Path:
Mot Shared

Advanced Sharing

Set custom pemmissions, create muttiple shares, and set other
advanced sharing options.

[ r{‘_j:"\g‘«flnc:ed Sharing...

Pazsword Protection

People must have a user account and password for this
computer to access shared folders.

To change this setting, use the Network and Sharing Center,

I OK H Cancel I fnply

|

In the Advanced Sharing area you will want to configure the users that will require the rights to
update the XML file. With 11S7 and Server 2008 there are 4 users that are important to
configure. These are:

IUSR,

1S_IUSR,
NETWORK, and
NETWORK SERVICE.

We recommend giving all of these users read and write access to the MiracleService folder.
Through our experience we have discovered that combinations of these are often sufficient to
set-up and have the Technician Portal function correctly; however, for completeness and to
standardize these instructions we are including the recommendation on the full set.

Click the ‘Advanced Sharing’ and configure these users to have at least read / write access to this
folder and all sub-folders.

Step 5 — Configure the Security Settings on the Inetpub Folder

Once the folder is shared select the Security tab to configure the same users to have sufficient
security rights to also read and write to the files in the folder and all sub-folders and files.
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Step 6 — Configure the Virtual Directory

A Virtual Directory was setup automatically during the installation process. At this time you
need to verify the Properties of the directory. When you right click on the Virtual Directory you
can select Properties. The following window appears.

MiracleService Properties

Wirtual Directory | Documents | Directory Security | HTTP Headers | Custor Errors

When connecting to thiz resource, the content should come from:

4, directory located on this computer

() & zhare located on another computer
) & redirection to a URL

Local Path:
[] Script source access
Read

[wirite
Directary browsing

Application Settings

C:h netpubbssarooth MiracleServicet Te

Log wisits
Index thiz rezource

Browse. ..

Application name: MiracleService

Starting point: <Defau.. \MiracleService
Execute Pemissions: Scripts only b
Application Protection: | Medium [Pooled) b
[_oc J [ cancel ]

Select the “Configuration...” button
and then the Options tab. Check to
ensure that the Parent Paths is enabled.

Options

I appings [ebugging

Also check the Default ASP language
and the ASP Script Timeout is 90
seconds.

During the set-up you should consider
the Session Timeout setting. The
Timeout is defaulted at 20 minutes.
After 20 minutes the session will
timeout and the remote user will need
to log back in to the portal. You should
modify this to suit your business
security concerns and impact on your
technicians’ data entry efforts.

Sezsion timeout;
Erable buffering
Enable parent paths

=20 minLbes

Default A5P language: | YEScrpt

ASF Script timeout: : 90 zeconds

Ok l[ Cancel ]
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Configure Microsoft Internet Information Service (11S7)

Configuring 11S7 is essentially the same as 11S6. While the user interface has changed
considerably, the concepts are the same. The other issue with 11S7 is not all of the required
feature come installed as standard. This means you will need to install the other necessary
features. The following is an overview of some of the important features and changes.

Step 1 — Install the Required Features

To install the required features go to Programs and Features and run “Turn Windows features on
or off”.

In the feature list expand the Internet Information Services, then Web Management Tools and
finally 11S6 Management Compatibility. Ensure 11S6 Management Compatibility is installed.

Windows Features

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of
the feature is turned on.

[[] | Indexing Service [=]
, Internet Explorer 8 L
=] . Internet Information Services
[T] 1) FTP Server
= ; Web Management Tools
= , I56 Management Compatibility
, I56 Management Conscle
) I56 Scripting Tools
;OS5 6 WMI Compatibility [l
, IS5 Metabase and IIS 6 configuration compatibility
, IS5 Management Console
55 Mansgement Srpts and Tools|
| IS Management Service
=] | World Wide Web Services
| Application Development Features
, Common HTTP Features
| Health and Diagnostics
, Performance Features
J Security

m

Internet Information Services Hostable Web Core
. Media Features L5
. Microsoft MET Framework 3.5.1
[ 1 Microsoft Message Queue (M5SMQ) Server
. Print and Document Services
[7] || RAS Cennection Manager Administration Kit (CMAK)
, Remote Differential Compression
[C] |, RIP Listener
[T] |, Services for NFS
[ 1 Simple Network Management Protocal (SNMP)
[l Ll Cipmnla TEDID canicar fi s arha dadiens atel B

| | ok || concel ]I
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Next Expand the World Wide Web Services and then the Application Development Features. In
this feature screen make sure that ASP and ASP.NET are installed. When you check ASP and
ASP.NET the other features should automatically be checked. These include: .NET
Extensibility, ISAPI Extensions and ISAPI Filters.

Turn Windows features on or off (7]
To turn a feature on, select its check box. To turn a feature off, clear its check box A filled box means that only part of the feature is
turned on.

, Games -

[7] . Indexing Service
, Internet Explorer &
= . Internet Information Services
[T] |, FTP Server
= , Web Management Tools
, I5 6 Management Compatibility
, IS Management Console
. IS Management Scripts and Tools
, IS Management Service
= [H || World Wide Web Services
=] . Application Development Features

m

| NET Extensibility

| ASP

D

[ ca -
. ISAPI Extensions

. ISAPI Filters

[7] 1, Server-Side Includes

, Common HTTP Features
, Health and Diagnostics
, Performance Features
. Security
. Internet Information Services Hostable Web Core
, Media Features
= ., Microsoft MET Framework 3.5.1
[] |, Windows Communication Foundation HTTP Activation

=l PP - - .

I | ok || Cancel ]I

Step 2 — Configure Folder and Security Permissions

The folder and security permissions must be correctly configured for the 11S7 installation. It is
essential the folder permissions are configured for the MiracleDB folder and the
Inetpub\MiracleService folder as specified in Step 2, 3, 4 and 5 in the 11S6 Configuration steps
shown previously in this document.

-

Step 3 — Configure the Virtual Directory

A Virtual Directory was setup automatically during the installation process. At this time you
need to verify the Properties of the virtual directory. When you click on the Virtual Directory
the following window appears.
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F B
c_ﬂ Internet Information Services (IIS) Manager EIM
g@ (€5 ) NEXENT-LAPTOP » | &l x| B @ -
File View Help
Connections
ﬁ;’ NEXENT-LAPTOP Home
o = = = =
> SRaIEENE| ARTOBMEXENEL | | e « (6o - G Show All | Group by: Area -E- ||
— P Start
ASP.MET B ® -
. top
= &
_‘% \\2 Q L‘? View Application Pools
MET MET .MET Error MET MET Trust  Application View Sites
Authonzat.. Compilation Pages Globalization Levels Settings
3 _ . @ Help
;t? | 2 Online Help
|ab| | '&fﬁ % =
Connection Machine Key Pages and Providers  Session State SMTP E-mail
Strings Controls
s
2 & 9 e
& 3
ASP Authentic... Compression  Default Directory  Error Pages
Document  Browsing
= & B w =
< m » {2 Content View
Ready &
Double Click the ASP feature to open the ASP feature window.
r
c_ﬂ Internet Information Services (IIS) Manager _ - A ‘ EIM
@@ (€5 ) NEXENT-LAPTOP » @ @
File View Help
Connections Actions
@) Asp 3 4
i &Y Apply
ICE | | . o~
4 j NEXENT. LAPTOP (MEXENT-I Display:  Friendly Names . [Zx% Cancel
; 3 Application Pools @
L .[8] Sites Enable Buffering True - ljel[.:
Enable Chunked Encoding True Online Help
Enable HTML Fallback True ]
Enable Parent Paths True |Z|
Limits Properties
Locale ID 0
Restart On Config Change True i
El Compilation
Debugging Properties
Script Language VBScript
Bl Services
Caching Properties il
Enable Parent Paths
Specifies whether an ASP page allows paths relative to the current directory (using the .\
notation) or above the current directory.
< m » {2 Content View

Configuration: 'localhost’ applicationHost.config

Set the Enable Parent Paths to True and click Apply.
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Step 4 - Configure 32-Bit Enable Application Pool

Click the Application Pool (Default App Pool) and select the “Advanced Settings” in the Action
pane on the right. Select ‘True’ for the Enable 32-Bit Applications.

21|

E (General) A
.NET Framework Version v2.0
Enable 32-Bit Applications True
Managed Pipeline Mode Integrated
Name DefaultAppPool
Queue Length 1000
Start Automatically True

= crPu
Limit 0
Limit Action NoAction
Limit Interval (minutes) 5
Processor Affinity Enabled False —
Processor Affinity Mask 4294967295

= Process Model
Identity NetworkService
Idle Time-out (minutes) 20
Load User Profile False
Maximum Worker Processes 1
Ping Enabled True
Ping Maximum Response Time (seconc 90
Ping Period (seconds) 30
Shutdown Time Limit (seconds) 90
Startun Time Limit fsernnds) an =

Enable 32-Bit Applications

[enable32BitAppOnWin64] If set to true for an application pool on a 64-bit operating

system, the worker process{es) serving the application pool will be in WOW64

{Windows on Windows64) mode. Processes in WOW®64 mode are 32-bit processes...

4

Step 5 — Configure the Default Documents

Double Click the Default Documents and modify the document list to remove all of the

documents except ‘default.asp’.

Step 6 — Other 11S7 Settings to Check

11S7 has many features and settings and every server can be configured differently. Here are a

few items to check and confirm the settings.

1) Ensure the Default Web Site is set to port 80.

Click on the Default Web Site and then select the ‘Binding’ link in the Action pane in the

right window. Verify the Port is set to port 80.

Trademarks are property of their owners.
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2) Confirm the Physical Path is correct.
Click on the Virtual Directory and select ‘Basic Settings’ in the right Action pane.
Review the path to ensure it is pointing to the correct location. It should typically be set
to:

C:\Inetpub\wwwroot\MiracleService\TechnicianPortal

3) Convert the Virtual Directory to an Application
On some systems, it is necessary to convert the Virtual Directory to an application.

In the Internet Information Services (11S) Manager select the Virtual Directory for the
TechnicianPortal. Right click on this folder and if an option is available that says:
“Convert to Application”, select this option and allow I1S to convert the folder to an
application. Note: if this option is not available and it only show “Add Application”, do
not run the Add Application function as it may duplicate this application.

4) For SBS 2008 it may be necessary to disable the compression application for the web
environment as SBS 2008 only support a 64 Bit compression module. The following
commands can be used to enable or disable the compression on a SBS 2008 server. Enter
these commands at a command prompt with it running as administrator.

To Disable the compression:
%windir%)\system32\inetsrviappcmd.exe set config -
section:system.webServer/httpCompression /-[name="xpress']

To Enable the compression:

%windir%)\system32\inetsrviappcmd.exe set config -
section:system.webServer/httpCompression
[+[name="xpress',doStaticCompression="false',dll="%windir%)\system32\inetsrv\suscomp.
dll']

5) If you receive a HTTP 503 Error it may be necessary to manually configure some
features of the web components as follows:

On SBS 2008 and other 64 bit editions of Windows 2008, additional steps are required
after installation of Web Components. These steps ensure that the Web Components can
run on the 64 bit system with other applications.

Warning:

o Back up files before making changes.

o Ensure that XML is correctly written. For general information about XML
editing, see article Q12705.

o Note that some lines below are wrapped for readability.
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o Note that if you edit the lines referring to the "exppw" module, you MUST
change both lines. If you do not, browsing to any page will fail with HTTP error
500.

To configure the Web Components:

1. Open a text editor or XML editor with elevated privileges (for instance, from
the Start menu right-click Notepad and select Run as Administrator).

In the file %windir%\system32\inetsrv\config\applicationhost.config:
o change the line
<add name="PasswordExpiryModule"
image="C:\Windows\system32\RpcProxy\RpcProxy.dll" />

to the following
<add name="PasswordExpiryModule"
image="C:\Windows\system32\RpcProxy\RpcProxy.dll"
preCondition=""bitness64"" />

o Note that the "image" part of the entries will depend on your local
installation and you should not change it

2. If Outlook Web Access is installed on the server, perform the following
additional steps (note that the "path” part of the entries will depend on
your local installation and you should not change it):

In the file %windir%\system32\inetsrv\config\applicationhost.config:
o change the line
<filter name="Exchange OWA Cookie Authentication ISAPI Filter"
path="C:\Exchange\ClientAccess\owa\auth\owaauth.dll"
enabled="true" />

to the following

<filter name="Exchange OWA Cookie Authentication ISAPI Filter"
path="C:\Exchange\ClientAccess\owa\auth\owaauth.dll"
enabled="true" preCondition=""bitness64"* />

o change the line
<filter name="Exchange ActiveSync ISAPI Filter"
path="C:\Exchange\ClientAccess\sync\bin\AirFilter.dll"
enabled="true" />

to the following

<filter name="Exchange ActiveSync ISAPI Filter"
path="C:\Exchange\ClientAccess\sync\bin\AirFilter.dll"
enabled="true" preCondition=""bitness64" />
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o change the line
<add name="exppw"
image="C:\Program Files\Microsoft\Exchange
Server\ClientAccess\Owa\auth\exppw.dll" />

to the following

<add name="exppw"

image="C:\Program Files\Microsoft\Exchange
Server\ClientAccess\Owa\auth\exppw.dll"
preCondition=""bitness64"" />

o change the line
<add name="exppw" />

to the following
<add name="exppw" preCondition=""bitness64"" />

The following are some internet links that may provide more information and
background on these settings:

http://forums.iis.net/t/1154189.aspx
http://www.m86security.com/kb/article.aspx?id=12671

Install XML Component

In order to process your web portal functional settings you will need to install a Microsoft XML
parsing component.

Step 1 — Install XML Component

Download and run the msxml6.msi or msxml6_x64.msi file (depending on your operating
system).

For further information regarding this component (MSXML 6.0) please see the following
Microsoft article:

http://www.microsoft.com/en-us/download/details.aspx?id=3988

Step 2 — Set Directory Permission

The specified XML component requires read and write permissions to the directory that stores
the XML configuration file (adminconfig.xml). This file is located in
“c:\Inetpub\wwwroot\MiracleService\TECHNICIANPORTAL\Setup”. To set the folder
permissions right click on the “TECHNICIANPORTAL” folder and select “Sharing and
Security”. Select the “Security” tab and add the Internet user.

To review how to set read and write permissions for the Internet user please see “Step 2 - Share
your Miracle Service Database Directory” from the “Web Server Files Installation and Setup”
section above.
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Establishing the Internet Connection

As mentioned in the Installation Overview, this manual is not intended to cover the set-up and
configuration to establishing the web server’s presence on the Internet. This is a relatively
complex issue as corporate networks and router/firewall configurations are considerably
different. However, in order for your technicians to be able to access your portal using either
Internet Explorer or a Blackberry Browser, this is a critical step. The following covers the very
basic issues that need to be addressed in a very simple network environment.

Public IP Address
e.g. 123.123.123.123

Server

Router

Port 80

The Web Server is located on a server within your internal network. It is essential to connect the
server to an external IP address to ensure your users can access the web server inside of your
network. We recommend that you use knowledgeable network designers to set-up the internet
connection, as there are important network security issues to consider. These issues are different
for every corporate network environment.

To successfully connect the server to an external IP address you will probably need to configure
your Firewall/Router. This typically requires you to establish IP Mapping. This maps your
internet network IP address assigned to your server with a specific external Internet IP address.
When establishing this connection your Firewall may also require you to set-up a policy to
ensure only specific internet data traffic is allowed to pass to your server.

You will also need to configure the 1IS server to recognize the connection by configuring the
port assignment. This is part of the standard 11S configuration.

For more details on establishing a Web Server on the Internet we recommend you consult with a
data network specialist.

Trademarks are property of their owners. Configuring Microsoft® Internet Information Service (1IS6 & 11S7) | Page 18



